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1
Decision/action requested

This contribution proposes to add Key issue on Security for satellite coverage information provisioning.
2
References

[1]
3GPP TR 23.700-28 "Study on Integration of satellite components in the 5G architecture; Phase 2".

[2] 3GPP TS 36.331 " Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification ".
3
Rationale

This contribution proposes to add a key issue about security for satellite coverage information provisioning.  
4
Detailed proposal

**** 1st CHANGE ****

X.Y
Key Issue #Y: Security for satellite coverage information provisioning
X.Y.1
Key issue details

The UE may determine to enhance the mobility management or power saving based on coverage information, as described in TR 23700-28[1]. The coverage information for UE may be provided by the RAN or the core network. From a security perspective, the security (i.e., the integrity and confidentiality) of satellite coverage information from RAN or core network need to be guaranteed. The security aspects of the satellite coverage information are as follows:

-
In TS 36.331[2], the satellite coverage information is sent by the RAN to the UE via SIB information. As SIB information is broadcast and not protected, the satellite coverage information carried in the broadcast messages could be tampered by attackers.
-
In TR 23.700-28, Solution #13 and Solution #15 provide that the UE sends a NAS Registration Request to the serving AMF to obtain the satellite coverage information. The NAS security between UE and core network should be protected. In addition, Solution #15 also describes that the UE can Subscribe/Request to NWDAF via DCAF to request the satellite coverage information from core network. The security aspects of exposure and transmission of network data must be evaluated.
Therefore, how the UE verifies the authenticity and integrity of the satellite coverage information, probably with assistance of the network, needs further studied.

X.Y.2
Security threats

If the satellite coverage information is tampered, the UE may be misled to deactivate its access stratum functions when it is still in network coverage; or it may be misled to keep active with access stratum functions when it is already out of coverage, leading to miss mobile management or unnecessary power consumption.
X.Y.3
Potential security requirements

TBD

**** END OF CHANGES ****
